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TKEARNS, BRINEN & MONAGHAR-
COMUFATIAL THRT RECOVERY SPECIALISTS

Return Mail Processing Center
PO Box 6336
Portland, OR 97228-6336

<<Mail 1D>>
<Name [>>
<<Name 2>>
<=Address 1>>
<<Address 2>>

- <<Address 3>

<<Address 4> <<ate>>
<<Address 57>

<< City=><<State>><<Zip>>

<<Country>>

Dear <<Name i>>:

The Company discovered a data incident involving some of your personal information that occurred between
October 14, 2018, and July 15, 2019, which we discovered on July 15, 2019.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this incident. Note, however,
that to our knowledge no police report has been filed concerning this incident. If you are the victim of identity theft,
you also have the right to file a police report and obtain a copy of it.

Massachusetts law also allows consumers to place a security freeze on their credit reports. A security freeze prohibits a
credit reporting agency from releasing any information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the
timely approval of any requests you make for new loans, credit mortgages, employment, housing or other services.

There is no cost to request a security freeze,

To place a security freeze on your credit report, you must send a written request to each of the three major consumer
reporting agencies by regular, certified or overnight mail at the addresses below: '

Equifax Credit Info. Services, Inc.  Experian TransUnion

P.O. Box 740241 P.C. Box 4500 2 Baldwin Place
Atlanta, GA 30374 Allen, TX 75013 P.O. Box 1000

{888) 685-1111 (888) 397-3742 www.experian.com  Chester, Pennsylvania
www.equifax.com (800) 888-4213

www.transunion.com

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., St, I, I, etc.);
Social Security Number;
Date of Birth;
Previous address, if you have moved in the past five (5) years;
Proof of current address such as current utility bill or telephone bill;
Legible photocopy of a government issued identification card (state driver’s license or ID card, military ID, efc.)
If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint
to a law enforcement agency concerning identity theft;

Rl ad

The credit reporting agencies have one (1) business day after receiving your completed request by phone or electronic
means to place a security freeze on your credit report (three (3) business days if received by mail). To lift the security freeze
in order to allow a specific entity or individual access to your credit report, you must call or send a written request to the
credit reporting agencies by mail and include proper identification (name, address, and social security number) and the
PIN number or password provided to you when you placed the security freeze as well as the identities of those entities or
individuals you would tike to receive your credit report or the specific period of time you want the credit report available.
The credit reporting agencies have (1) hour after receiving your request by phone or electronic (three (3) business days after
receiving by mail) to Iifl the security freeze for those identified entities or for the specified period of time.
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As an additional safeguard, we have made certain 1D theft protection and credit monitoring services available to you
at no cost to you. Specifically, we have contracted with Identity Fraud, Inc. to provide the following protection benefits:

< Two (2) years of credit monitoring. Tn order to activate and enroll in credit monitoring, you must go o
the below link within 90 days and provide the following code: <<Enrotiment Code>>
hittps://iny.identitvfrand.com/eproliment

«  Automatic one-year enrollment in identity protection, providing $25,000 of identity insurance,

+  Toll-free access to the Ideniity Fraud Inc. Hotline at 1-866-4-IDFRAUD (1-866-443-3728) for questions
you may have regarding this notification.

*  Unlimited access to Identity Fraud Inc.’s certified fraud resolution specialists to help resolve any type of
identity theft or fraud issues, whether arising from this incident or that may arise from unrelated events,

We sincerely apologize for this incident and regret any inconvenience it may cause you. If you have questions you
should call the dedicated hotline at [-866-443-3728.

Sincerely,

Mark LeFevre

President and CEQ
Kearns, Brinen & Monaghan

20432 v.02



What You Should Do To Protect Your Personal Information

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report once every 12
months from each of the three nationwide credit reporting agencies. To order your annual free credit report, please visit
www.anntalcreditreport.com, or call toli-free 1-877-322-8228. You may also purchase a copy of your credit report by
contacting one or more of the three national credit reporting agencies listed below.

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com
Experian: P.O. Box 2002, Atlen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion: P.O. Box 2000, Chester, PA 19016, 1-800-888-4213, www.transunion.com

If you believe you are the victim of identity theft or have reason to believe your personal information has been misused,
you should immediately contact the Federal Trade Commission, your state’s Attorney General’s office, law enforcement
in your state, and/or the consumer reporting agencies. You can obtain information from these sources, as well as the credit
reporting agencies listed above, about steps an individual can take to avoid identity theft as well as information about
fraud alerts and security freezes. You should also contact your local law enforcement authorities and file a police report.
Obtain a copy of the police report in case you are asked to provide copies to creditors to correct your records. Contact
information for the Federal Trade Cominission is as follows: Federal Trade Commission, Consumer Response Center,
600 Pennsylvania Avene, NW Washington, DC 20580, [-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

Fraud Alerts; There are two types of frand alerts you can place on your credit report to put your creditors on notice
that you may-be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An mitial fraud
alert stays on your credit report for one year. You may have an extended alert placed on your credit report if you have
already been a victin of identity theft with the appropriate documentary proof. An extended fraud alert stays on your
credit repart for seven years. You cah place a fraud alert on your credit report by contacting any of the three national
credit reporting agencies.

Credit Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit file, free of
charge, so that no new credit can be opened in your name without the use of a2 PIN number that is issued to you when
you initiate a freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit
report without your consent. If you place a security freeze, potential creditors and other third parties will not be able
to get access to your credit report unless you temporarily Lift the freeze. Therefore, using a security freeze may delay
your ability to obtain credit.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security freeze on
your credit file at each credit reporting company. For information and instructions to place a security freeze, contact
each of the credit reporting agencies at the addresses below:

Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
TransUnion Security Freeze, PO Box 2600, Chester, PA 19016, www.iransunion.com
Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com

To request a security freeze, you will need to provide the following information:

Your full name (including middle initial as well as Ir,, Sr, 11, IIL, ete.)

Social Security number

Date of birth

Previous address if you have moved in the past five years

Proof of current address such as a current utility bill or telephone bill

A legible photocopy of a government issued identification card (state driver’s license or ID card, military

identification, ete.) 7 ‘

7. If you are a vietim of identity theft, include a copy of the police report, investigative report, or complaint to
a law enforcement agency concerning identity theft

S

The credit reporting agencies have one business day after receiving your request by toll-free telephone or secure
electronic means, or three business days after receiving your request hy mail, to place a security freeze on your credit
report. The credit bureaus must also send written confirmation to you within five business days and provide you with
a unique personal identification number (“PIN™) or password or both that can be used by you to authorize the removal
or lifting of the security freeze.

To Lft the security freeze in order to allow a specific entity or individual access to your credit report, or to lift a
security freeze for a specified period of time, you must submit a request through a toll-free telephone number, a secure
electronic means maintained by a credit reporting agency, or by sending a written request via regular, certified, or
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overnight mail to the credit reporting agencies and include proper identification (name, address, and Social Security
number) and the PIN number or password provided to you when you placed the security frecze as well as the identity
of those entities or individuals you would like to receive your credit report or the specific period of time you want the
credit report available. The credit reporting agencies have one hour after receiving your request by toll-free telephone
or secure electronic means, or three business days after receiving your request by mail, to lift the security freeze for

those identified entities or for the specified period of time. ‘

To remove the security freeze, you nust submit a request through a toll-free telephone number, a secure electronic
means maintained by a credit reporting agency, or by sending a written request via regular, certified, or overnight mail
to each of the three credit bureaus and include proper identification (name, address, and Social Security number) and
the PIN number or password provided to you when you placed the security freeze. The credit bureaus have one hour
after recefving your request by toll-free telephone or secure electronic means, or three business days after receiving
your request by mail, to remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the accuracy,
fairpess, and privacy of information in the files of consumer reporting agencies, The FTC has published a list of the primary
rights created by the FCRA (https://www.consumer‘ftc.gov/alticies/pdf~0096—fair—credit—reporting-act.pdf), and that article
refers individuals seeking more information to visit www.fte.gov/credit. The FTC’s list of FCRA rights includes:

- ¢ Youhave the right to receive a copy of your credit report. The copy of your report must contain all the information
in your file at the time of your request. :

*  Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion — is required to provide

you with a free copy of your credit report, at your request, once every 12 months, -

* You are also enfitled to a free report if a company takes adverse action against you, like denying your application
for credit, insurance, or employment, and you ask for your report within 60 days of receiving notice of the action.
The notice will give you the name, address, and phone number of the credit reporting company. You are also
entitled to one free report a year if you’re unemployed and plan to look for a job within 60 days; if you are on
welfare; or if your report is inaccurate becanse of fraud, including identity theft.

You have the right to ask for a credit score. -

You have the right to dispute incomplete or inaccurate information.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information,
Consumer reporting agencies may not report outdated negative information.

Access to your file is mited. You must give your consent for reports to be provided to employers.

You may limit “prescreened” offers of credit and insurance you receive based on information in your credit report.
You may seek damages from violators.

Identity theft victims and active duty military personne] have additional rights.
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